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The document, within the meaning of art. 115 § 14 of the Penal Code, is
any object or stored information carrier, which is related to specific rights, or
that due to the content contained therein is proof of the law, the legal relationship or circumstance which has legal significance [1]. In addition to the above
definition there are many others, ranging from very general stating that the
document is any object with a record of events, thoughts or opinions recorded
in any way [2], and ending with a narrow classical notion of a document as
transmission of a written declaration of intent in the form of graphic characters (handwritten or printed) on paper or other substrate [3], dated and signed
by [4]. It should be noted that the legal definition of term “document” has
been extended through the context of the use of this term in relation to acts
of counterfeiting — creating it with the intention of deceiving [5]. The document is therefore also an object that in the intention of the perpetrators is to
become a document that was clearly stated by the Supreme Court in 1993 [6].
A wide variety of writing and printing tools with very different kinds of
coloring matter (ballpoint pen, stamp pad or printing inks as well as toners)
can be used for the document preparation [7]. So great variety of writing tools
and the spread of computer equipment and office printing (digital printing,
color printers and photocopiers), led to a significant increase in number of
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crimes against documents [8]. Moreover, due to the increasingly better quality of available materials and equipment, forgeries are becoming more perfect
and more professional and concern every aspect of life and therefore a very
broad group of objects with different levels of security. The type and nature
of forged documents are related to the objective of the perpetrators. They can
be banknotes and other legal tenders, checks, bank documents, documents
confirming identity and other documents, such as wills, commercial contracts,
medical records, bills, insurance papers, and many similar. The subject of expertise may be also, often anonymous, threatening or ransom demanding letters, notes with warnings of terrorist attacks [9], as well as other suspicious
documents with forged signatures, stamps or seals [2].
The specificity of forensic examination in which the questioned
document is primarily the evidence in a court case, requires special treatment and the use of methods that are non-destructive and not changing
the original state of the document. Thus, the basic analysis using noninvasive optical and microscopic methods are applied first. If their results
are not sufficiently unambiguous and the authenticity of the document is
still questionable, there is a need to conduct destructive tests. In this case,
the consent of the authority issuing the decision is necessary.
The destructive methods used for chemical analysis (discrimination
and/or identification) of coloring matter deposited on the paper are as varied as the examined samples. Among them it can be distinguished: spectroscopic methods (UV-Vis [10], FTIR [11] and Raman [12], XRF, SEM
[3], ICP-AES [13]), mass spectrometry [14–16], chromatographic methods
(TLC [17], HPLC [18], GC [19]) and electrophoretic ones (CE) [20–23].
CE opens up wide possibilities for various analytical applications,
which are mainly due to its numerous advantages, the diversity of its modes
and the compatibility with different detection systems. This study focuses
on discussing two modes of CE: capillary zone electrophoresis (CZE) and
micellar electrokinetic capillary chromatography (MECC) [24, 25]. The
advantages of these modes differ mainly in separation mechanism, include
the minimum sample requirement (minor damage to the document), the
ability to simultaneous analyses of a variety of chemical substances (e.g.
ionic and nonionic, hydrophobic and hydrophilic), low cost of single analysis, low reagent consumption, small amount of chemical waste.
The CE detection systems can use different physicochemical properties
of separated particles, i.e. spectrophotometric absorption detection, laser inNowa Kodyfikacja Prawa Karnego 44, 2017
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duced fluorescence or mass spectrometry. Information provided by mentioned detection are analytically valuable and characterized by a high level
of credibility, they can be complementary to each other. Using three mentioned systems information about substances exhibiting absorption, fluorescence and about molecular mass of analyzed compound can be received.
In the Laboratory for Forensic Chemistry many different coloring
matters were examined, including ballpoint, fountain pen, gel and stamp
pad inks in the most popular colors as well as a large group of branded
and off-brand printing inks. For this purpose, the PA 800 plus Pharmaceutical Analysis System (Beckman-Coulter, USA) with a diode array
(DAD), laser induced fluorescence (LIF) and mass spectrometry detector
microTOF II (Bruker, Germany) was applied.
Figure 1 shows the results obtained with DAD — a device enabling
a quantitative measurement of the transmission of radiation through the
sample. Electropherograms (the detector signal vs. migration time) obtained for extracts of green stamp inks were compared. The peak positions, i.e. migration times corresponding to the peak maxima, for both
dyes and other ink components are considered. Different electrophoretic
profiles obtained for the two analyzed samples indicate a high probability
that these samples are different. In some cases, shape of the peak and the
proportions of the main peaks (relatively to each other) should also be
taken into account. In presented example, all 9 inks revealed different
electrophoretic profile, thus they can be considered as different.
Second example presented in Figure 2 is also the result of CE-DAD
analysis. A cursory analysis of the obtained electropherograms — one for
extract from questioned postage stamp and a second for ink from our database (a mixture of Yellow, Magenta and Cyan ink from Business Inkjet
1200 Hewlett-Packard printer) could lead us to the conclusion that these
inks are different. However, having some experience and knowledge about
fragment of postage stamp from which the analyzed material was taken
(red atom), the expert can prove that the questioned stamp was printed with
the use of Business Inkjet 1200 printer or any compatible with the same
type of ink cartridge. The red color is formed during printing by mixing
the two inks Magenta and Yellow, and the peaks coming just from these
components are also visible in the electropherogram shown in Figure 2a
(apart from the paper peak marked with ‘p’). So, according to the results of
CE-DAD analysis the group identification of inks is possible.
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Fig.1. MEEC electropherograms (a – i) of green stamp pad inks manufactured by different producers: Alpha, Colop, Donau,
D.Rect, Fian, Grafink, Horse, Huhua, Noris [22]

26

NKPK44.indb 26

Małgorzata Król

Nowa Kodyfikacja Prawa Karnego 44, 2017
© for this edition by CNS

2017-11-16 09:30:09

Fig. 2. Electropherograms of extracts from: (a) a postage stamp of unknown origin, (b) ink from Hewlett-Packard Business Inkjet
1200 printer (Y — yellow, M — magenta, C — cyan, p — brighteners from paper) [26]
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In case of laser induced fluorescence detection the individual components of the separated mixture are detected when they exhibit fluorescence i.e. emission of radiation after previous excitation. Figure 3 summarizes the electrophoretic profiles of three red writing inks. It can be
seen the peaks occur at the same migration times which means that in the
tested inks are the same components. On the other hand, there are fragments where very clear differences can be observed (10–11 min). Thus,
examined inks are considered to be different with high probability.
And another example of the possibilities offered by methods developed in our laboratory is presented in Figure 4. Three inks extracted
from printouts from three models of HP printers: Deskjet Ink Advantage
3525, Officejet Pro 8600 Plus, and Deskjet Ink Advantage 2060 (compatible with different type of ink cartridge) were analyzed. In this case,
the situation is similar to the previous one; peaks occurring at the same
migration time indicate that Hewlett-Packard uses the same components
for the production of inks. Nevertheless, on the basis of the whole electrophoretic profiles the examined inks should be regarded as different.
Unfortunately, there are also cases in which the results obtained from
the CE-LIF analysis do not provide sufficient information to enable for
differentiation of the examined inks. This was in the case of a group of
three red stamp pad inks (D. Rect, Fian and Office Point) produced independently by different companies. As can be seen in Figure 5, the obtained results are very difficult to interpretation because there is only one
peak appeared in the electropherograms. One can observe small shifts
in peak migration times, but on the basis of this small difference no categorical conclusion about the lack of similarity of analyzed inks can be
drawn.
Similar indecisive results were obtained using spectrophotometric
detection for blue stamp pad inks from different manufacturers (Fig. 6).
This is due to the fact that stamp inks are less complicated mixtures than
inkjet printer inks and only one major peak coming from main dye is
usually visible in the electropherogram. Working with diode array detector, the analyst has the possibility to verify an UV-Vis spectrum of a dye.
However, in presented example even comparing of dye spectra did not
allowed for differentiation of all nine analyzed samples.
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Fig. 3. Electropherograms of red writing ink extracts — two gel pens compared with felt-tip fineliner: (a) Gel BL G1 5T R (Pilot), (b) Gel Salsa (Handy), (c) V5 HI-Tecpoint (Pilot) [27]
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Fig. 4. Electropherograms of red branded inkjet printer inks originating from different models of HP printers: (a) Deskjet Ink
Advantage 3525, (b) Officejet Pro 8600 Plus, (c) Deskjet Ink Advantage 2060 [27]
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Fig. 5. Electropherograms of red stamp pad inks (indistinguishable samples): (a) D. Rect, (b) Fian, (c) Office Point [27]
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Fig. 6. Electropherograms of blue stamp pad inks manufactured by different producers (a-h): Alpha, Donau, D.Rect, Fian, Horse,
Huhua, Norris and Office Point; A) spectra of unknown dyes from inks Fian (solid line) and Office Point (dotted line) and B)
D.Rect (solid line) and Fian (dotted line) [22]
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In such cases, a very helpful tool is an another method developed in
the Laboratory for Forensic Chemistry with the use of capillary electrophoresis coupled with mass spectrometer. It provides information on the
molar masses of the compounds contained in the sample, and in turn, the
identification of their structure is possible. Figure 7 summarizes the results
obtained for the extract from the Alpha ink. The mass spectrum is the dependence of the mass distribution of the compounds that reach the detector
at a given time on the number of counts (i.e. actually on the concentration
of a particular component). Using this type of detection two kinds of information can be received about the component that give the possibility of
differentiation – the migration time and the ratio of compound mass to its
charge. As with the previous types of detection, extraction of the coloring
matter is also required here. Thus, this is a destructive method, but very
helpful in determining the composition of various kind of inks. Based on
mass to charge ratio, neutral molecules, cations, anions, molecules with
multiple charges, and both basic and acidic dyes can be identified.
Therefore, the mass spectra of indistinguishable inks analyzed by the
previously presented methods (CE-DAD and CE-LIF) were recorded and
compared (Fig. 8). It turned out that after excluding the peaks coming
from the extractant, background electrolyte and sheath liquid, it is possible to find differentiating peaks in the spectra — the peak marked by
circle in Figure 8A originating from Victoria Blue B dye. Often, at about
migration time of neutral components characteristic mass spectrum of the
polymer can be found (Fig. 8B marked by ellipse).
Also for the inkjet printer inks the examination yielded the presence of
a specific mass spectrum originating from the additive — polymer with different end groups. The mass distribution of mentioned additive, as shown
in the Figure 9, is characteristic for each producer of inkjet printer inks.
In conclusion, it should be noticing on the basis of the obtained results
that the CE-DAD method shows great applicability, allowing for differentiation of a significant number of black and colored inkjet printer inks and
their off-brand substitutes extracted from the paper (from different manufacturers). It has been proved that the laser induced fluorescence detection
can provide additional information on samples previously examined by CEDAD. It has been shown that the mass detection improves the discriminating possibilities of CE. It allows the group identification of inks because the
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characteristic mass spectrum (at the migration time of neutral molecules) is
deriving from the additive (polymer). Although in this study only the results
for writing, stamp and inkjet printer inks were presented, the developed procedures can, of course, be used to various other coloring matters.
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Fig. 7. The results obtained for ink Alpha by CZE-MS: a) electropherogram (total ion current, TIC); b) six overlaid
extracted ion currents (EICs); c) exemplary mass spectrum for analyte 1 [22]
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Fig. 8. Mass spectra of blue stamp inks extracted from TIC at peak about:
A) 9.5 min (a-e): D.Rect, Fian, Horse, Huhua and Office Point, B) 9.9 min: a) D.Rect
and b) Huhua [22]
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Fig. 9. Mass spectra of polymers characteristic for inkjet printer inks
from particular company: a) Canon, b) Brother and c) Hewlett-Packard
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Summary
Modern law enforcement agencies are constantly struggling with crimes against
documents. Due to increasing quality of counterfeit documents and different physicochemical properties of inks, such crimes are becoming harder to detect. This situation obliges
forensic laboratories for the development and implementation of testing procedures with
the use of some modern techniques of chemical analysis.
CE opens up numerous possibilities for various analytical applications, mainly due
to its numerous advantages, the diversity of its modes and the compatibility with different
detection systems. This study focuses on discussing two modes of CE: CZE and MECC
and three different detection systems: DAD, LIF and MS. By using them information
about substances exhibiting absorption, fluorescence and about molecular mass of ana-

Nowa Kodyfikacja Prawa Karnego 44, 2017
© for this edition by CNS

NKPK44.indb 39

2017-11-16 09:30:12

40

Małgorzata Król

lyzed compound can be received. In the Laboratory for Forensic Chemistry many different
coloring matters were examined, including ballpoint, fountain pen, gel and stamp pad inks
in most popular colors as well as a large group of branded and off-brand printing inks.
The obtained results showed the great applicability of CE-DAD method. It has been
proved that LIF and MS detections improve the discriminating possibilities of CE providing additional information on samples.
Keywords: document, forgery, capillary electrophoresis, analytical chemistry, discrimination.
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